To: Centre County Board of Elections

From: Concerned Voters of Centre County

What: Report of Problems on Election Day, November 7, 2006
Date: November 22, 2006
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1. Zero Tape Problems

Seventeen precincts in Centre County printed their zero tapes after 7:10 A.M., that is
nearly 20%. In many precincts voting took place before the tapes were printed. In other
precincts lines were so long that people left. Some voters were asked to return later when
problems were fixed. Both scenarios, voting without a zero tape or having voters leave
without casting a ballot is unacceptable.

Althoughwe undestand that Centre County ElectionsOffice personné did not want
votersto wait inlonglines, it is agang the Penng/lvania State Election Codefor voting to
take place prior to the printing of a zero tape

According to the Penng/lvania ElectionsCodg zero tapes mug be printed from iV otronic
machines before polls open or voting begins
"The Secretary reminds countiesthat they must print, sign and post each zerotape at the opening of the
polls, pursuart to the requiremerts found in sections 1110(g) of the Elecion Code, 25 P.S. 4o 3031
.10(g), and 1209(b)(1), 25 P.S. & & 3049(b)(1)."

Prior to this election we were told tha Emergency Paper Ballots would be available if
toudhscreen voting systems could notbeused. In aletter from Harry VanSckle,
Commissione of the Bureau of Commissions Electionsand Legidation, dated September 29,
he states tha Emergency Paper Ballots should be made available as a back-up in the event
tha voting machines mafundion and can notbereplaced:
http://www.dos.state.pa.us/bcel/lib/bcelinformation_for home _pace/paper_ballots.pdf

Our County ElectionsOffice interpreted this |etter to mean that Emergency Paper Ballots
would only beavailable later in theday, notat start-up. In phonecall to the Department of
State on Nov 14, Jonaghan Marks clarified this by saying tha if a zero tape does not print,
then the machine is not functioning. He also said that while thereis no specific time given,
common sense isthat after ten minutes of waiting, a back-up pgoe bdlot should be offered,
whether it is7:10A. M. or 5:00 P.M. Emergency Pape Ballots may be extra absentee or
provisond bdlots, kept separate, or another pgoer method such as handwritten votes.




* Proposed Solution for Zero Tape Issues

In accordance with the Penng/lvania State Election CodeVOTING MUST NOT
OCCUR ON ANY SYSTEM THAT HAS NOT PRINTED THE REQUIRED ZERO
TAPE. If machines are notworking or have not printed the required zero tape, after ten
minutes, voters will NOT beasked to wait or retumn later, but will offered an Emergency
Paper Ballot regardless of why the machines cannotbe used.
* We request that the Centre County Board of Electionsimplement anew policy for start-up
procedures on Election Days which would be made public, distributed to poll workers, and
incorporated into future poll worker training.

. Reports of Vote Switching on the Screen

A numbe of reports were received tha voters tried to vote for a candidate but another
candidae was highlighted on the screen This was witnessed by some poll workers. Re-
calibration was doneon some machines and at |east onemachinewas closed. On other
machines, poll workers waited to hear of more complaints before clogng them. This problem
was not limited to Centre County as twelve othe couniiesin PA reported this problem of vote
switching, especially in the Governar@ race, where votes for Swann were highlighted for
Renddl. See the complaint from the Republican State Committee sent to the Secretary of the

Commonwealth:
http://kdka.com/topstories/local _story 311194635.html

http://www.votetrustusa.org/index.php?option=com_content& task=view& id=2011& ltemid=1212

http://www.votetrustusa.org/index.php?option=com content&task=view&id=1967&ltemid=26

* Proposed Response to Reports of Vote Switching

1. For al future electionsany report of vote switching on the screen shdl bewitnessed by
apoll worker when possible; and the machinewill immediately be closed untl it can be
recalibrated and checked.

2. Centre County ElectionsOffice should test the machines tha were reported to have vote
switching problems. Members of Concerned Voters of Centre County, and representatives
from political parties should beinvited to witness the test and check.

. Problems with Precinct Locations

1. Reports from voters tha |etters sent to them aboutredistricting listed thewrong

precinas. Many voters were turned away and sent to other precincts and provisiond bdlots
were not offered.
2. Penn State Students from East Halls were turned away fromvoting at the HUB. Thar
precinct was relocated to the College Township Municipd building on East College Avenue
Thisisaparticular problem as East Halls houses freshman students who are not permitted to
have cars on campus Thenew voting location is off campus outside of walking distance,
more than 2 miles away, near theintersection of 322 and 26. Poll workersreported turning
away more than 50 students. A shuttle was provided by Represent Penn State but many
students could notwait untl after 4:00 P.M. and did notvote.



* Suggested Solution for Precinct L.ocation Problem

Penn State Students from East Halls should have aprecina within walking distance.
Please either separate the precinct so there are two machines on campusand two at the
College Township building or movethevoting precinct to alocation where students can walk
and residents can drive, such asthe Ag Arenaor Bryce Jordon Center

. Wrong Time Set

At least two machines had thetime set incorrectly, either an hour behind or an hourahead.
This caused problems with start-up and clogng procedures.
In Westmoreland County all the ES& S iV otronic machines had the wrongday programmed,;

this caused havoc throughoutthe county.
http://www.pittsburghlive.com/x/tribunereview/news/westmoreland/s 478935.html

* Recommendations for avoiding mis-programmed time or date

1. Each machine needsto be checked thoroughly for an accurate fate and time before each
electionishdd.

2. When Poll workers start machines up in the morning they should check thetime and date of
the zero tape Bundeline andinitialize thetime set on each machine on thezero tape

. Walk Away Voters

Poor design of the Vote Button location and thefinal selection of confirm caused confuson
for many voters. Some Voters walked away beore completing thevoting process and over 60
votes had to be canceled.

* Suggested Solution

Abandonuse of thered flashing vote button and generate ared ovd vote button onthe
screen. Some repotted tha pressing the vote button twice confirmed the vote, maybe direction
could bechange to indicate tha. If a confirmation button isrequired, then the screen should
appear with minimum dday following pressing thered vote button.

. Security Issues

1. Security seals can beeasily removed and replaced. At training sessionselectionsofficias
were ob%erved lifting seal to removetheflash drive and replacing sedl.

2. On election day a poll watcher (nota poll worker) called the ES& S 1-800 number with
a question and this person was given directionson how to resolve the problem induding
the system security password for our county even thoughit was notrequested.

3. A pdl watcher reported tha a zip strip was missing and a machine was used anyway since
security seal wasin place

3. A pdl watcher reported tha election officials removing security seal§/zip stripsand poking
aroundin theflash card area and putting new stripsand sealsona
malfundioning machine

4. Rather than ensuring that all machines were securely locked and unavailable for any
patential tampering, we are concerned tha machines were kept in the homes of thejudges
of electionsor ddivered to precincts on Mondgy and then left unatended at precincas
overnight In some precinds, people with access to the buildings had access to therooms
where the machines were stored overnight Churches usudly have many people who have
copies of thekeys.



7. Privacy Issues

Reports from voters and watchers tha the placement of thetoudhscreensallowed voters to
walk behind toudhscreens so tha voters usng touchscreen were uncomfortable tha thar
selectionscould be seen by others.
* Suggested Solution

Poll workers should arrangevoting machines so that voters cannotwalk behind other
voters. Extengon cords should be provided for each machinein order to hdp ensurethe
privacy of every vote.

8. View Ballot Issues
Several users didn@register that thefirst screen was ingructiond, and that it didn®respond
to touch except for theyellow button. In thar minds Qriew bdlotOwas in effect Review
bdlotOVoters tried to press the pictures of the screen buttons notrealizing that they were just
pictures.
* Suggested Solution
ES& S should rename theyellow button on thefirst screen to ‘Go to Ballot’ or Gtart .

9. Selection Problems
To changea selection votersfirst had to deselect the origind candidae and then make the
new selection. This caused confuson for some voters.
* Suggested Solution
Changethe de-selection method or add ingructions to increase voter education.

10. Safety Issues
Poll workersreport tha the power cordstha link theiVotronic machines were notlong
enoughand could notbetaped to thefloor, which is a potential safety hazard, as people can
easly trip.
* Suggested Solution
Provide more extenson cords and heavy rubbe mats to place ontop of cordsso tha thereis
less chance for votersto trip.

11. Poll worker Shortages and Inconstancies across Precincts
Poll workers responsble for activating machines with PEBs reported being ovewhdmed

and overworked, especialy in buger precincts. Reports throughoutthe county indicated tha if
apoll worker was hdping avoter, lines would become backed-up. Also, procedures were also
not congstent across precincts, some poll workers poged zero tapes and others questioned
watchers who requested to view them.
* Suggested Solution
Add more poll workersto larger precincts andtrain al poll workers to use the PEBs so that
they could work in shifts.




12. Protective Counts Anomaly
Mog zero tapes had MG listed for the GProtective CountOas well for as the QPublic Count
ES& S clamstha al machines are tested 6 times before they are sent out and this test should
show up in the @Protective CountO The county explained tha their own pre-tests are
automated so they will not show upin the protective count How thoroughare these pre-tests?

13. Problems with Disability Access
1. Inability to increase thefont size for people with low vision.
2. Inability or difficulty in changing thevolume of theaudio for people, so loudit hurt ears.
3. Theprogramming of the audiotapefor voting was appaently incomplete; A poll watcher
observed a voter who said the names of the candidates were never spoken over theaudio. A
poll worker had to read thebdlot to her, eliminaing her rightto a private vote.

14. Cannot Verify Voter Intent
A number of voters noted tha they did nottrug the voting machines. Because voters do not
have aVoter Verified Paper Record, they mug trust that when they cast thar bdlot tha the
machine actudly counts thevote as they intend.
* Suggested Solution
Implement randomparallel tests during each Election Day to check tha programmingis
crediting votes as voters intend.

15. Cannot Conduct a True Recount

Withouta Voter Verified Paper Record there is noway to verify tha the machine countis
correct. Sarasota Floridahad 18,000unde-votes, and because they have no pgper record they
cannotrecover ther log votes and citizensare going to court to demand are-vote. The same
could happen here if we were to experience aprogramming error or computer glitch, and
could notretrieve thelog votes.
* Suggested Solution

ExchangeiV otronic voting machines for Optical Scan systemstha inheently providea
Voter Verifiable Paper Ballot.

16. Conclusion

We bdieve tha even if Election Day had gonesmoothly, withoutthe abovestated
problems, that woud not mean tha we do not have a big problem. Themog important
problem with our current voting system cannotbe seen. That problem istha our electionsare
nolonge trangoarent, thecouning of our votesisdoneby computer software tha we do not
have access to; Indgpendent of the computer, we cannotverify, audit, or recountour votes.
Thisis unaceptable to mos Americans

We fully expect tha the 2007Congress will pass a bill requiringa Voter Verified Paper
Record, naiondly. Our figuresindicate tha equipping over 3901V otronics with printers
could cog our county approximately $20Q000. Tha money would bebetter spent on Optical
Scannestha inhaently provide pgper bdlots tha can used for true audits and recounss if
needed.
* Suggested Solution

We respectfully request that the Centre County Board of Elections negotiate with

ES&S to exchange our current iVotronics voting systems for Optical Scanners before
the next election. Optical Scanners would re-establish election integrity and restore voter
confidence by providing a Voter Verified Paper Ballot for Centre County voters.




