IN THE UNITED STATESDISTRICT COURT
FOR THE NORTHERN DISTRICT OF NEW YORK

UNITED STATES OF AMERICA,
MPaintiff DECLARATION OF
NANCY TOBI

Case No. 06-CV-0263
(GLS)

NEW YORK STATE BOARD OF ELECTIONS;
PETER KOSINSKI| and STANLEY L. ZALEN,
Co-Executive Directors of the New Y ork State
Boad of Elections, in ther official capecities; and,
STATE OF NEW YORK,

Defendants

Pursuantto 28 U.S.C. sec 1746 NANCY TOBI, declares asfollows:

1. My nameisNancy Tobiand | am filing this declaration on behdf of myself and the New
Hampshire Fair ElectionsCommittee, of which | serve as Chair. | am afounde of
Democracy for New Hampshire (DFNH), the Char of the New Hampshire Fair Elections
Committee, and the Legidative Coordinaor for Election Defense Alliance (a nationd
organization). All of these organizationsare nonpatisan, 100%grassroots organizations
Democracy for New Hampshire was foundel in February, 2004,and its Fair Elections
Committee was foundel oneyear later, fulfilling the second pat of the DFNH mission

statement:



Democracy for New Hampshireis a nonpatisan big-tent organization that
promotes grassroots community involvement in the democratic processin New
Hampshire. DFNH works to protect the foundatons of our democracy andthe
integrity of our political process and suppots fiscally responsble, sodally

progressive candidates who speak honestly aboutpolicy choices.

TheFair ElectionsCommittee statement of purpoeis:

2.

The New Hampshire Fair ElectionsCommittee is dedicated to protecting,
preserving, and enhandng those aspects of the NH election system tha are
unigue trangparent, secure, and exemplar. The FEC aims for open and accessible
election processes, while implementing processes to prevent, pursue and

prosecute proven instances of election fraud.

| have been involved in grassroots activism promoting election integrity since 2003.1
serve as citizen representative on the New Hampshire HAV A State Plan Committee and
Disability Task Force. In my home state of New Hampghire, | have worked with other
citizens legidators, and the NH Department of State to improve our election integrity
induding drafting and successfully lobbying for passage of legidation, implementing
new procedures, and promoting, leading, and participaing in numerouscitizen
educationd forums and events. | have been invited to speak at nationd conferences,
induding K eene State College( recent November 2007 Citizenship Forum, a Summer
2007 Election Integrity Forumin New Y ork, DemocracyFest 2006 (California) and 2007
(New Hampshire), the WeCoun2006 Conference (Ohio), and the 2005Third Party
Conference (New Hampshire), at which | was invited to speak aboutHAVA. | have been

interviewed on radio shows in New Hampshire, Ohio, Penngylvania, Texas, and Oregon.



| was invited to spesk on apand aboutNew Hampshire® election systems on New
Hampshire® political television show QPolitical ChowderQ | organized an election
integrity track at the2007DemocracyFest, which featured naiondly known authors,
activists, New Hampshire@ Secretary of State Bill Gardne, and representatives from the
NH Depatments of State and Judice. | organized an election integrity forum in
December 2006in New Hampshire, aso featuring naiondly known authors and our New
Hampshire Secretary of State. | have met with election activists aroundthenaionto
discuss and dialog solutionsto our naiond, state, and local election problems. | have
organized and led nonpatisan working groupsconsisting of grassroots activists, election
officials, and lobbyists, towardstheimprovement of proposd naiond election reform
legidation. | have written numerousop-eds essays, and booklets aboutthe Help America
Vote Act, democracy and elections and New Hampshire election systems and methods
for hand couning. Mog recently, | have released the Handson ElectionsHandbook
(2007) which indudes hand countadministration and recondliation methodobgies

developeal by the New Hampshire Department of State.

3. New York® State Constitution of 1777makesthe observation that a vote cas on a

tangible ballot preserves democracy better than one cad in theair:

OM. And whereasan opinion hath long prevailed among divers of the gocd
people of this State that voting at elections by ballot would tend moreto

preserve the liberty and equal freedom of the people than voting viva voceEQ

TheNew Y ork Conditution has since been amended to allow lever machines. Butin 1777,
theframers of New Y ork@ Conditution, engaged in awar agang an oppressive unitary

power, undestoodthe need for checks and bdances to ensure integrity of the mechanism of



democracy: thevote. They further prescribed the ballots be placed in boxes, with a chan of
cugody overseen by sheriffsto the secretary of state, and the bdlots canvassed by ajoint
committee of thelegidature, until March 27, 1799 when the system of ingection and

canvassing by local wardswas introduceed, ensuring more citizen oversight of the process.

Computerized voting equipment began to beused in America’s electionsin themid-1960s it
explodel in use after the 2000€lection, dueto theinfuson of HAV A monies to states, which

used these fundsto purchase billionsof dollars of computerized voting equipment.

With the advent of computerized voting, a new form of voting viva voce has madeits way
into the nation® elections with thelion® share of America@ total bdlots now being counted
Dand often cast Din the Ethernet. Adding to the non-tangible nature of this system,
computerized electionsbrouglt the privatization of our electionsaswell. Eighty percent of
the naion®badlot and votesN the mechanism by which al other rights are securedN are now
the private propety and trade secrets of corporate computerized voting machine

corporations

These for profit corporationscouning 80% of thenation@bdlots, use secret and proprietary
vote couning technology. In other words ingead of publicly observable vote couning, as
recommended in New Y ork@ origind Conditution, and still guaranteed in numerousother
state conditutions and as required by Section 8 of thefederal Voting Rights Act, mog of the

naion®@votes are being countd in secret, outside of the public® oversight With DRE



technology, this situaionis exacerbaed because both the casting and thetabulation of the
vote are trandormed into proprietary Ethernet data, owned by the corparation tha

manufactures and programs the DREs.

But even with optical scan technology, which uses voter marked pape bdlots, the count
itself is secret and proprietary, in direct violation of the Voting Rights Act, many state
conditutions and the very tenets of democracy itself. A democracy requires citizen oversight
and checks and bdances. With proprietary and privatized el ections thisislog. Citizensand
even candidates are denied access to ingoect and verify the public votes now trangdormed into

privatized election daa.

Thislack of citizen oversight would be egregiousin any voting system, indudingin ahand
countvoting system. It is paticularly egregiousin a computerized system, where therisks for
tampering are magnified by the very naure of computer programming. With oneline of code
in the Ethernet viva voce election, the outcomes for entire electionscan easily andinvisibly
be changad, especially when those computerized systems also control thefind central
tabulation, asisthecase in mog places in thecounty (New Hampshire uses optical scanne's,

but manudly tabulates the central vote couny.

News accountsin every national, state andlocal election since the proliferation of
computerized voting are rampant with stories of election QlitchesQ This benign and rather

cute sounding word obscures the very real dange's of relying on computerized voting.



Computer QylitchesOare not programming hiccups They are either programming errors,
bugs or ddibeate fraud. Because of thetenuousnature of Etherne vivavoce elections it is
difficult to tell the difference. But regardless of whether or nat a computerized election
@litchGisintentiond, the ramificationsare enomous These QylitchesOcause thewrong
people to be seated in office, given power over thevoters whomthey don® actudly represent
(because they were not actudly elected). These QylitchesOhave prevented schools and fire
departments from receiving thefunding desired by voters. These QylitchesOhave changed the
course of human eventsin incalculable ways. And despite the plethora of doaumented cases
across the naion, we really have absolutely noidea how often these QylitchesOoccur or have
occurred. Thisstuaionis notjud antithetical to a system of democracy with checks and

bdances, it isunmnditutiond.

Thecombinaion of computerized Etherng viva voce electionsand theloss of citizen
oveasightdueto theprivatized corporate control of electionsis serving a death blow to our
naion®@very system of demoaracy. Thisis notto betaken lightly. Further expangoninto
computerized and privatized electionsshould beavoided at all cods. Fortunaely for our

nation and our democaracy, there is another way.

Despite the countess news stories of election outcomes called into question because of
computerized voting equipment failure, or worse, sugpicionsof tampering and fraud, and
despite themillionsand billionsof American taxpayer dollars have already been spent, and
continueto be spent, on computerized voting equipment, we dor® hear alot aboutmajor

problems hgppening on thehand countelectionfront.



HAND COUNTING IN AMERICA

So it may be surprising to learn tha a significant percentage of the nation@ voting
jurisdictionsstill enjoy hand-counted pape bdlot elections TheElection Assistance
Commission® 2004 Election Day Survey reparts thefollowing dataregarding naiond use of

hand couning on election night.

e 1,734hand countjurisdictionsamong6,568jurisdictions(defined as "administrative

unit for managing elections) naionwide (264%)
« 2% of thenation@ countes are hand couning ther eections
e Handcouningisused for about1% of bdlotsin the naion

Hand countelectionsare being hdd across the nation. Significant hand countstates indude

thefollowing:
* Wisconsn
* Maine
*  Vermont
*  New Hampshire
* Texas
* Massachustts
* Nebraska
* Montana

* Kansas



Many opponats to hand couning cry @haoswill ensue O But unlike computerized
elections which call for expensve programming, indeed create chaosat the polls with
breakdowns lack of sufficient machines (duether high cogs), and which alienate many poll
workersin ther complexity, runnng a hand countpgoer bdlot (HCPB) election can bethe
mog orderly and respectable methodfor administering elections Propa hand countelections
simply require goodmanagement: you manage process, you manage people, you manage
paper, andyou manage numbers. Hire agoodmanager and a goodaccouniant for every
district, and yowr hand countelectionswill be ordely, secure, accurate, reliable, and

dependable.

With theright methodobgy and management in place, election cogs come down and the
integrity of theelectiongoes up. New Hampshire has identified two accepted and widdy
used methodsfor hand couning pgper bdlots. The sort and stack methodis consdered more
effective and efficient than theread and mark method. With hand couning, aslongasyou
have 2-4 people on ateam you have built in doubk checks. You don'tnecessarily need to
rely on pog countaudits because you are doing smultaneousverification then and there on

election night

Many local election officials are afraid to give up thar machines because they fear they will
not have enoughhdp to hand countour elections Or they fear even if they have enough
people, they will bethe QvrongCkind of people. But our communities are filled with the
QightOkind of people. We just need to reach outto them. In fact, many of our communities

have built-in recruitment centers. In every city and town, there are community organizations



Church groups Rotary Clubs NeighbohoodWatch groups PTA®, High School sodal
action or community service groups these are jus afew tha come to mind. With seventeen
year oldseligible to be poll workersin mog states, and community service often ahigh

school requirement, thisis a match madein heaven.

Usudly, in New Hampshire, al it takesis 25 people to hdp countup to 3,600 bdlots with
roughly 15-20 contestsin any given polling place to run ahand countelection. Thisisan
easy nunbe to recruit, and in New Hampshire community members lineup to volunteer for

thishonosed tradition of being sworn in as bdlot counters on Election Night.

In New Hampshire we have learned tha it is possible to hand countlarge numbers of paper
ballots, even complex ballots. One New Hampshire town count up to 3600+bdlots on
election night Thisis an important data point because the naiond average number of bdlots
in any precinc isless than 1000.1n other words New Hampshire hand counttownscan
manage up to 3 or 4 times thenationd average of bdlots processed in any given precind. (In
New York, election law restricts electionsdistrictsto no more than 1,150 voters.) Because of
our largelegidature, New Hampshire also has some of themore complex bdlotsin the
nation (many multi-member districts). For ingance, a New Hampshire multimember House

district might have up to 26 candidaes running for 13 seatsin asingle district.

Using New Hampshire nunbers and estimates derived from decades of experience, we are

able to estimate what it would take to hand countthetwo federa racesin the New Y ork State



2008 Genera Election. The management and staffing estimates for hand countelectionsmay
befoundin the NH Depatment of State training presentation available on the Democracy for

New Hampshire webste.

The NH Department of State estimates tha it takes six secondsper contest to hand count
bdlots usang the accurate and efficient sort and stack method. For the 2008General Election
in New Y ork, with only two federal races, this trandates to twelve secondsper bdlot. At
100%turnoutfor any given district, this would mean 1,150 bdlots countd at twelve seconds
each, for atotal time of 13,800 seconds or 3.8 hous. A team of four people, which provides
two counters and two observers, could complete such a countin less than two hours.!

Voter turnoutisrarely 100% so this number could be adjusted based on turnoutestimates.

Additiondly, another team of four people could simultaneoudy managereconaliation
activities, couning number of blank bdlots at poll opening, nunmber of bdlots cast, nunmber
of votes cast, and number of voters checked in. Thisfour personteam would also allow for
two accouniants and two ob<rvers. All of these couning and reconaliation processes could
easlly be accomplished publicly in full citizen oversight, at onelongtable, and in much less

than two hours uponclosng of the polls.

! Rady Ananda and Dave Berman have analyzed New Y ork( statistics and conservatively allowed for 10 second to
hand-count each vote (twenty seconds/ballot for the two racesin the 2008 federal elections) in order to
accommodate the fact that New Y orkers will be less experienced hand counters. Even at that more generous amount
of time, they estimate New Y ork could hand count the Federal races in four hours, see Ananda and Berman
declarations.



As mentioned previoudy, New Hampshire does manud central tabulation, to ensure checks
and bdances of tha pat of the election process. At close of the countand recondliation,
local jurisdictionscommunicate their nunbersto the Secretary of State's office for
centralized tallying, where thereported results from each city and town are manudly entered

into a spreaddhest.

An important thing to note about hand count systemsisthey are self-authenticating.
With proper managament, you can hand count your ballotsusing teams of 2-4 people,
meaning 2-4 sets of eyes on every count, every tally mark, every contest, every ballot.
Using the sort and stack method, thismeans that 3-4 sets of eyes havethe chance to see
every mark on every ballot twice: once during the sorting process and once agan
during the counting process. The ballot markings therefore, are seen 4-8 times under
this system. This meanstha even atwo-person team has an oppotunity to review the bdlot
markingsfour times, making the sorting and couning members of the team simultaneous

obsrvers.

With thistype of self-authenticating system, you do not need the complex and expensive
audit protocols proposed for computerized elections. In awell run hand countelection,
pog election auditing is best implemented by making recounts accessible and finandaally

feasible.



Because these hand countmethodobgies integrate recondliation into the process of
couning, the self-auditing mechanisms are quite advanced and ensure a high level of
integrity for thesystem overall. In thisway, the"auditing” occurs during thefirst countitself,
when it matters, because this, after al, isthe countthat declares thewinne (as oppogd to
machine"audits’ promoted in some naiond legidative proposls, and in variousstate laws,
which are intended, abet weakly, to identify problems with the system but notintended to

affect outcomes).

Ladly, thefeagbility of running hand count electionsis proven in the State of New
Hampshire and elsewherein the nation. Specifically, five or so well managed self-
auditing teams of 2-4 people can count roughly 1000ballots with 15-20 contestsin less
than 2 hours. For New York districts, with no more than 1,150voters, thisis eminently

do-able.

All told, with find reconaliation of registration checklists, number of bdlotsin and out, etc.
thewhole process is complete in less than 3 hours on eection night In terms of cog, thefact
istha many New Hampshire counters are community volunteers (all sworn in to office on
election night). It iscongdered an hona to beavote counter. But even when payingits
countrs, New Hampshire has foundthelocal hand count method- usngteams of three -
cods 7 cents per contest on a bdlot, meaning $1.05/bdlot for atypica 15 contest general
election bdlot. The State of NH, which conduds 10-30 manud recount every election cycle,
estimates cog for hand countng at around? cents per race onthebdlot. This assumes 3-

person teams, each person getting pad $10hr.



Wha this meansisthat it doesn't matter how largeis the popuktion of a state or county.
Wha New Y ork needsto consder is how many bdlots are processed in any given district,
and whether or notthereisthe pditical and community will and theinfrastructural integrity

to condud hand count observable, self-authenticating, elections

. In New Hampshire, we havemore than 200year s of experience successfully
administering hand count paper ballot elections. 45% of New Hampshire@® polling
places still count our ballots by hand. The New Hampshire Department of State has
generoudly shared their expertisein thismethodology, and it isincluded in the Hands-
on Elections Handbook, released in the summer of 2007.This Handbook and
accompanying PowerPoint presentationsgiven by the NH Departments of State and Judice

may befreely downloaded at thewebste: www.DemocracyForNewHampshire.com and

used to train election workersin the prope methods for hand counting paper bdlots. This
fully HAV A-compliant methodfor running electionsis very manageable if theright

conditionsand methodsare implemented.

To prepare for ahand countelection, consder thefollowing elementsin your planning

process:

Planning (staffing, cos, methods management)

* Recruiting and maintaining alist of community members for hand couning and other

poll worker responsbilities
* Hand countmethodobgy and procedures
* Hand countmanagement

* Traning



* Printing and distribution of paper bdlots

* Votingboohs

* Preliminary organizationd work

* Oath of office for community poll workers handling bdlots
* Working with paper bdlots

* Reconaliation of checklists, votes, balots

e Suppoting lawsfor pgper bdlot elections

* Uniform procedures for deermining voter intent

e Uniform procedures for dealing with discrepandes

5. Today, Americansaroundthenaionare lining up to restore our democracy.
Organizationslike the NH Fair ElectionsCommittee will assist in sending volunteers to
New Y ork to hep hand-countNew Y ork@ elections should the Court direct same, and

will gladly provideany training assistance if desired.

| declare unde pendty of perjury tha theforegoing istrueand correct.

/s

Executed on December 12, 2007 NANCY TOBI



