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June 18, 20007

Tohn B, Bvans, Ezq.

OFFICE OF THE

ARIZONA ATTORNEY GENERAL
400 West Congress Street, #3-313
Tucson, Anzona 85701-1347

Dear John:

Thank you for vour prompr response 10 my inquiry about SAIC. We helisve SAIT does not
fit the profile you suggest of a neurral corporation with a reputation that would be helpful in
resalving the issnes in this imvestipation, Their suggestion of a “rnisk assessment™ is nol what
is raquirad,

[f'the goal is to determine whether the E'TA election results were manipulated, we have a
couple of suggestions. Your offics is no doubt aware of the muluple securite holes in the
Diebold product line and, if not, [ have attached four repors that deal with those issues. You
may not be aware that Pima County purchased a “hack oo™ known as a “cropscanner™ that
wonld enable them to tamper data before it goes into the central computer.

The Diebold precinet optical scan machines can be “elecironically pre-swuffed.” The Black
Box Voting Report of Tuly 4, 2005 by Harri Hursti which is attached discusses this possible
method. While the memory card format in the Diebold precinet optical scanner is very
obscure. a card reader seld by Cropscanner, Inc, can be used Lo pragram the memory cards
and “pre-stufT” them electronieally so that they will produce falke records of both the
electzomie vote and end-of-day tally tapes. Afier the publication of that report. Pima County
bought one of the machines that would allow them to program the precinet memory cards.
We strongly recommend that your office identify the purchase orders for this device,
determune where it was stored and whether or not there were any access contrals [or it This
device iz esgenlially a burelary tool for elections.

You should zlso note thal per the BBV/[lursti report, falsifving the end-of-day precinc
scannar printouts by way of hand-cditing the memory card contents with a eropscanmner 1s
unusually difficult. See Appendix D of the report for what the programming looks like. 1tis
VEry easy 1o introduce typos into the outpur and a pattern of suclh tvpos is cause for concern.
I vou then have GLEMS generaie the cards normally via the pre-election RTA database and



ereate papar tapes oulpul based oo those, you will be able to determine if the wvpos ars simply
dus 1o mistakes in conficuring GEMS. Il not, (in other words, 1f the GEMS-based output
looks eood), vpos in the actual clection tapes would be evidenece of hand-adits.

We have a specific suggestion for an examination of the daabase relating o the RT AL Dur
supgsstion [or lesting he central tabulalor data files is as follows:

1] Wrile a program in Visual Basic that takes all versions of a
particular clection's MDB data files and produces reparts as o
which 1tems 1n which tablas have changed between iterations. i
other words, for svery election there 15 a Logic & Accuracy Test
heforehand, theo various “snapshats™ of the dats as scanning
progresses, then the final data file containing all votes, then the
post-election L & A, Some of these will, ol course, leginmately
change (vore totals and audit log, maybs more) bul other tables
should rernamn identical throughout: candidate information and 1D,
ballot layouts, ballot raiation information and much mors. The
small custom program would scan through all variations of the data
and reporl variations by table, field and line number (Mrecord™). A
human could then check cach variation and determine whether or
not it's an mdicaror of frand. Flipping candidate ID numbers 15 the
singie sasiest hack and might bs caught quickly with this process if
the pre-election L&A wasn't taked or edited 1o match later.

g In Decembi=r of 2004, the Pima Democratic Party obtained a pubhe
record we will be happy to share with you: a complete directdry
listing of both cenwal tabulator siations. These wll vou the
date/time stamps and file sizes lor all the datz files. When you
obtain aceess o the same lung, compare with our December 2006
data. lffile date/time/size aumbers related 1o the RTA race have
changed betwesn 12/06 and present, il means somcbody tampered
with the files betweezn those dates. probably o cover up pnor
misconduet. We will supply any declarations from our tech peaple
needed 1o establish chain of custady on the 12706 date/time/size
data

3 Find the paper results from the original pre-election and post-
election L& A tesis en Ole with the office, Take the L&A data files
and run what their results should be (sumumary reports and cards
cast reperts). Compare the paper frem that time pariod with the
slectronic results today. If somebody was a very careful hacker
and tamnpered with the main duta Gles, they'd go back and make the
L&A data files match, DButhen the current versions of the L&A
filas won't match the old paper. Ifthe old paper isn'l pvailable, the
election confiouration fils (GEMS data file) 15 supposed ta be
recordad with Secrelary ol Stale Jan Brewer's office — vou might
try Ineating that fle w determine if the county L&A dala fle was
modilied later Lo conform with hacking of the main vote tally data.



3] For eacl interation of the date throughout the cleenon thart contains
voles, print the “eards cast™ report and build a lins graph showing
the progression of votes taken in. Then do the same for summary
reports and eraph the rising swing of eack candidare over ume.
What vou're looking for are instances of candidatey “spiking™
outside the normal pattern. They should propress npward faicly
sleadily, “Spikes” are causs for concern-look carefully at whar
peaple are doing in the =lections office al the moment a “spike”
lappens. Do the same for other elections just to nate whar the
patierns look like In our experience, they vary by no mare than a
percent or two throushoul the election.

LA
i

Taliy the results for the mail-in vete as comparted to pracinct
voling. The metheds available for tampering with volss varies
berween them. Significanl spanlies can be indicators of trouble.
or at least a starting point for further digging, As one example:
hiail-1n votes are never stored on an optical scan memory card of
the ype the “Cropscanner” can manipulats, so that whole class of
tampering isn’t available for mail-in vowes. It would bz very
pussible 10 ses mmpering in one vore pool or the other leading to
big shifts beiween them, or ampering in both but with different
techniques and hence different amounts and paitemns of swing,

Thes suggssted procedure we have outlined is quite simple and does not require a corporation liks
SAIC, Ths Arizona Senate last session hired Professor Douglas W, Tones of the Thuversity of
Towa Deparmment of Computer Scienes to consult with them concerming the LD20 Fepublican
Primary ol 20014, He produaced a report that [ have not szen but should be available to vour affice
and would serve as an example of the kind of independent review he1s capable of.

The University of Connectneut, fohn Hopkins University, Princeton University and the University
of California at Berkeley are all quite capable of the typs of independznt review vou are secking,

SA1C is a huwe corporation with unselvable conflicis of interest, In 1991, SAIC was charged
with falsifying dats submined to the E.P.A. TTtimately the company plead guilly 1o ten counts ol
making {alse statements or claims and paid 3.5 million in fines and resiitution, Wit repard o
the clecironie voling industry, we feel that SALC has too many conflicts of mnterest for them
perform a truly independent cxamingtion — they have consulted on electronic voting maters for
both county clients and voting svstem vendors. They can be describad as having a vested mierest
in the “states quo” of electronic voling, Any prood of [raud in 2n electyonic voting system would
hamm ths status quo within that industry.

[ was unelear i vour reference to a simulatioen project was what our experts refer Lo as a “rad
tezm attack.” also known as a planned intrusion atteinpt. | have delivered with this letter a 200
pare unredaciad report prepared by SAIC for the Stale of Marvland., That repor answers many
of the risk assessmenlt questions that their offer seems w0 contemplate and strongly indicates that
no Urisk assessiment™ 1w necessary. Wy experts assare me that Diebold's security issues have not
changed significantly since 2003, with the exception ol a hard-coded password Tor the
touchscresn voling machines (formerly “1 1LY nationwide), The 2003 SATC report is sl



timely.

The Ohio report that 1 provided to vour office is an example of another type of collaborarive and
independent examination of an entire election,

AE you are aware it may be difficult 1o demonstrate the R TA election was manipulated o
flipped. Based upon testimony we lenow that one person operated the computer during Lhe RTA
ballot counting process. We have reason 1o believe thal data may have been exported from
GEMS during the counting process. That same person has been in charge of the computer ever
since including mors than six months after the Democrate Party asked for copies of the database
over six months ago. We know that he has in [act been testing the database. Whether alterations
ar deletions have been made we have not been able to check.

Chiistopher Straub claimed in a pleading filed with the Superiar Court that averyons having
anything to do with the county elections computer sysiem had a real risk of criminal exposure.
I'mi sure he did not mislead the court and T do net want to misquote hin, so I will guots the
county's pleading.

[ndzed, during the Allerney General's invesilgation, any aftempd by
counsel [or either side to elicit testimony from amvbody involved with
Fima Countv's Division of Elections or the Pima Counry elections
computler syslem runs a significant risk of impacting that witness's
constitulional rights and cliciting an assertion of the Fifth-Amendment
privilege.

(P.4, Defendant's Reply in Suppaort of Motion Tor Stay of Proceedings)

Agcepling the truthfulnass of thar asserton Lo Judge Miller means that caution should be
exercised n collaborating with the county on the scope of an examinanon. They have speart
menths analvzing their data base as they have opposed any examination by the Pima County
Demoeratic Party, Furthermore, that examination has been conducted by the same persons whao
are expecied 1o refiuss o answer questions because 1t would incriminate them o criminal activity.
You may take responsibility for the selection of SAIC, but we are concerned that Pima County
may have sugoested a known compromised potential examiner for an examination of their
misconducl

We think thar serious consideration should be give to a full hand coumt of the ETA ballots whach
County Administcator Charles Huckelberry elaims are still in a secured facility, A hand count
could be done with volunieers or hired persons [rom the election pool of workers, The hand
count could be done in public and certainly would pive the public the re-assurance they need that
the vote counl was aveurdale, Such a count would be l2ss sxpenstve and much mors certam than 4
computer data analysis. An expert such as Profession Jones who has sezn a lot of ballots couwd
examine the papsr ballets and readily determine the fikelibood that those ars the genuine ballois.

In 1997, | was an attorney in a lawsuit concerning the Citv of Tucson General Election for the
election of three council persons. The City joined us in requesting a hand re-count of all the
Cinv's ballets. The hand recount proceeded quickly and withowt incident. The problem in that
election tumed out o be defective paper fhat resulied in some 9,000 votes not being counted by
the machine. | mention that example because the recount of three commeil races on punch cards



that required determining the voters trment from “dimples™ was not difficult. Certainly a vesmo
election like the BTA with filled 1n bubbles woutd be mvch ezsier to accomplish,

The Democratic Party and our experts are ready 1o assisr in any way useful to vour invesiigation.
Meither the party nor its experts have any stake in the cutcome of your investigation. We have
identified seriows ancimaliss that need io be investigat=d and we are pleassd that thev are being
invastigazed. We do helieve, howeaver, thal the result should have the confidencs of the puhiic
that it was nol & whitewash. Tha 15 why we have made speeific recommendation 1o accomplish
that result,

o any case: we ask that you hold thes document in confidence and not allow the county 1o review
1 Ifthere is evidence of mizeonduct hidden within the databases or in the paper outpur tapes
{Tom the precinet scanners, 1t might sitll be possible o destroy dawa. My chients and 1 are
handling this letter with extreme care and to a very limited audience {or review.

sincerely,

RISNER & GRAHAM
) —

!II{ '/ [N f"' -

(. M LA

William J. Risner
Atiorney at Law

WIRamm

Fnclosures
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July 5. 2007

Via Facsimile (628-6330) and U8, Mail
John R, Evans, Esq.

OTFICE OF THE

ARIZONA ATTORNLEY GENERAL
400 West Congress Street, #5-313
Tucson, Arizona 83701-1367

RE: DPPC v, Board of Supervisors
Dizar John:

Thanl: vou for your letter of June 26, 2007,

e Sl an S

FPARALEGALS
SLISAMI ADLER
BELCEVDA L Dav1s
RAMUEL LaMaDRIT
FPATRICIA M, MATA

Chur view of the SALC proposal is that thers 1% too much émphasis on the lommatted disk of
the older computer, We feel that whether or not Microseli Access was on that computer and
the Windows Evenr Lop are the two pigcas of evidence that can likely be Tound and be ol use,

considenne reasonable and cosl effective work.

We still feel there is oo much emphasis on security risks when those risks are known. Those

two aspects of the proposal seem likely to tun up the price in our view.

We previously offered a copy of the directory given to us by Pima County. We fe2l that the

size of thase {ilzs would be a good check on wheather or not those files have been

rnanipulatad since they were given o us,

In sum, we continue to view that the cormreert focns should be on whether there is evidences of
manipulation of data. T must confess that T don't anderstand the term “consistend with normal

election practice” that you used in your letter,
Will any report be made public or provided o us?

Sincerely,

1{1% i GR}-}

/ 4
Wik 1 Rignd:
Attomney al Law

WIR/pmm



Office of the Attorney General
Terry Seddard State of Arlzons Main Phone: 520 628-6504
Altorney General Facsimile: S20-628-8530

Criminal Division

July 5, 2007

William Risner

Risner and Graham

100 W, Slone, Suite Yl
Tucson, AZ, 85701

Re: Pima County Elections
Dear Bill:

Thank vou for vour letter of this date. It would be great if we can eliminats the
vulnerability examination. That issue was placed inte the project based upon the concern vour
group raised about whether there could be a field flip and how could it be discoversd. If that is
not a concern, then the first phase of the project is o find out whether there was any data
manipulation of the RTA election..

In the pear future, an initial decision will be made on which-consultants to work with to
finalize the conmacl. When the final scope of the projest has been developed, T may contact you

Afrain,

As Tor releasc of the report, T assume that at some point the report will be available.
When and undsr what circumsiances, I don' know at thiz poini.

Thanks for your input. ki

S
Sincer}e_gl}}y - /
7 {/////f&,f
)&Hgff(//ﬂ %."v’ ANS

Iy g
/ Assistant Atlomey General

JIEids
TUCHISTIv1-D007-0044_RISMER_LTR_2Z.0D00C

A00VWWest Congress, 5-315, Tucson, Arizona B3701 » Phone 520 BE2E-6504 « Fax 320 825-6530
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July 4, 2007

John R, Evans, Esq.

OFFICE OF THIL

ARTIZONA ATTORNEY GENERAL
400 Wesl Congress Street #58-313
Tucson, Arizona 85701-1367

Via Facsimile: 628 -ﬁ53ﬂJ

Tear Jobhn:
| am not sure that T understand your July 3, 2007, leter 50 let me restare our concems.

A “flip"” or other tampenng with the contents of the election is a major concemn of ours. That is
why | questioned Mr, Bryan Crane about how a “flip” worls and about the audit log that was
inconsistent with the operation of the GEMS software bt consistent to what one might sez ifa
“flip” had oceurred. Establishing whether or not a 1lip is possible is not a concem because it has
already besn done by SAIC in its Maryland study.

We think the best use of the linnited funds your office will spend is to find out what did happen in
the RTA election. [ may be misumderstanding your vse of the tegm “vulnerability examination™
justas vou may be misunderstanding my use of “data manipulation.” In my view,  [Tlip would be
one form of data manipulation,

Ourconcern aboul SAIC s conflict of interest, that we previously expressed, was remforced by
our view that they were asking the wrong quesiions by focusing on threats which are known and
nol on evidence 1o show what happened.

Sinceraly,

RISNER & GRAHAM
r

.._...-""'/
Williem J. Basner, Bsq.

WIE ml
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August 6, 2007

John R. Evans, Esq.
QOFFICE OF THE
ARIZONA ATTORNEY GENERAL Via Facsimile: 628-6530 and

400 West Congress Street #5-315 Regular United States Mail
Tucson, Arizona 85701-1367 ’

Dear John:

We have a “role” problem and I need your help in understanding what is going on. I was
flabbergasted when you told me Friday that the Pima County Democratic Party could pot get a
copy of an investigative report on an examination of Pima County’s Elections Division’s
computer data. Instead you suggested that we could get a copy from Pima County as your office
would be prohibited from giving us a copy.

Here is how I see the Democratic Party’s role. The Party has been actively pressing Pima County
to increase its voting security. Party volunteers have analyzed audit logs to determine what
county election personnel have done in the past. The Democratic Party is the first and only group
to ever audit the Pima County Elections Department. It is the role of political parties to observe
and audit elections in Arizona.

The Pima County Board of Supervisors has never audited the activity of its own division. The
Secretary of State has never done so. Based upon sworn testimony no one has done so but the
Pima County Democratic Party. The Party firmly believes that its work in ensuring election
integrity is in the public mtcmst It believes its role and that of other political parties 1s to ensure
honest elections. :

The Pima County Board of Supervisors has strongly opposed our efforts to examine voting data.
They have opposed our legal requests to take limited depositions but the court has approved
some depositions. Those few depositions revealed a pattern of violations of criminal laws that
we brought to the attention of your office. Your office then agreed to open an investigation into
the early printing of tally reports. We urged that anomalies in the RTA election needed to be
cxammcd and your office has conc\m'ed -



John R. Evans, Esq. Page 2
OFFICE OF THE )
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August 6, 2007 RISNER & GRAHAM

I am not sure what termn should be used for the “role” of the Democratic Party in your
investigation. 1 am sure, however, that the “role” of the Pima County Board of Supervisors is
“suspect.” I am also sure that the “role™ of the Attorney General is “prosecutor” or
“investigative” agency. Given those roles, I am disturbed at the astonishing cozy relationship
your office has with the suspects.

You personally attended a court hearing where Mr. Straub, the Board of Supervisors lawyer,
claimed that “any attempt” by lawyers from either side to question “anybody involved with Pima
County’s Division of Elections or the Pima County elections computer system runs a significant
risk of impacting that witness’s constitutional rights and eliciting an assertion of the Fifth
Amendment privilege.” The Board’s lawyer was asking for a stay of our civil case based on the
proposition that no one in the Elections Division could answer questions without subjecting
himself or herself to a real and apprecisble risk of self-incrimination. That is an astonishing
statement from the Board’s own lawyer and unless you have contrary information we assume that
his statement to the court that put his clieats in such a bad light was truthful.

1 recently deposed John Moffat, the Board of Supervisors designated person to oversee the
Elections Division. Mr. Moffat said the County has made no inquiries of its personnel in order
for the Board to know what happened in its elections department:

Risner: Is there an investigation going on in your office about whether wrongful
conduct has occurred or criminal activities have occurred with your people?

Moffat: We're waiting - - well no.

Risner: So, whatever the AttomeyGena‘al’s doing, you are all waiting on the
Attorney general; is that right?

Moffat: I don’t control that, but I would say that’s probably correct.
(94:5-12) .

John Moffat said he “has been asked not to talk to” Bryan Crane about his practice of printing
election results from counted early ballots well before election day. Mr. Moffat had been
personally provided with a report from the Democratic Party detailing those improprieties
months before our lawsuit and any investigation began by your agency and, nonetheless, has
never asked any questions of Mr. Crane. - 3

So here is the posture today. ‘Pims County has not asked any questions of its employees but
believes that all its election division personnel have reasons to refuse to answer questions based
upon their Fifth Amendment privileges. Pima County wants to first see the report that is being

- prepared by a company jointly hired by the “suspects” and the “investigators.” Once Pima
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County leamns what the investigators have leamned then, they can decide on what questions to ask,
if any, of their own employees. In other words, once they see the cards they will decide how to
play their hand.

Frankly, this seems like an upside down process to us. Does you office share information with
other suspects in other criminal investigations? We think not.

If I understood you carrectly, you said that after the County received 2 copy of your investigative
report your office would then take some statements. We certainly would not want to tell your
office how to conduct an investigation but I must confess that your outlined process seems quite
wrong to me. I first defended a criminal case thirty-nine years ago in 1968. For decades [ was
primarily a criminal defense lawyer. This investigation is the first I bave seen where the
prosecutor and the suspect jointly finance an investigation and questions of witnesses are delayed
until the suspect reviews the investigative report. However, since I became a personal injury
specialist criminal investigative techniques may bave changed.

The relationship between Pima County, the Secretary of State and the Attorney General is quite .
interesting from our perspective. Pima County has collaborated with the Secretary of State in its
defense of the Democratic Party’s peading public record lawsuits. The Pima County Board of
Supervisors has formally requested that the Secretary of State intervene in those lawsuits as a
party and not merely assist themn in their defense. Pima County in its current defense is claiming
that all “information” about elections is secret based upon a manual approved by the Arizona
Attormney General.

The manual written by your client, the Secretary of State, and that your office approved, says,
according to Pima County, that all election “information” in its database is secret. Mr. Moffat
was quite clear about the County’s legal position.

Risner: What wonld.bein-ypur database that wouldn’t be covered by this
paragraph? -

Moffat: 1 don’t - - I don’t think there’s anything that’s not covered by the
paragraph. 5 "

Last Thursday, August 2, 2007, I deposed in Phoenix the State Elections Director, Joe Kanefield,
who was the Rule 30(b){(6) designee of that office. The Attorney General’s office attempted to
prevent the taking of that deposition but Judge Miller permitted us to proceed. We were
interested in election tapes that Pima County sent to the Secretary of State’s Office. We wanted
to know what the Secretary did with these tapes and when and how they were returned. Mr.
Kanefield gave us incorvect information that was later partially corrected by his attorney, Barbara
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Bailey, Assistant Attorney General. She sent my office a letter later that same day which is
partially quoted below:

Following the Rule 30(b)(6) deposition this moming in which Mr. Joseph
Kanefield testified in the above-referenced matter, Mr. Kanefield checked again
on the question of the significance of the “Retum Date” column on Exhibit 1 to
that deposition. Mr. Kanefield testified in his deposition that his understanding,
which was based upon his research in preparing for today’s deposition, was that
the “Return Date” column reflected the date the Secretary of State’s Office
actually mailed the coraputer software back to the respective jurisdictions
pursuant to A.RS. § 16-445.

Although Mr. Kanefiled testified based upon his preparation for the
examination, he has since determined that his testimony regarding the information
reflected in the “Return Date” column was not accurate. Upon further checking,
Mr. Kanefield determined that the “Return Date” column of Exhibit 1 reflects the
Secretary of State’s determination of the date on which the computer software
may be returned to the respective jurisdictions. You asked specifically about the
return of computer software submitted by Pima County and Town of Oro Valley
for a May 16, 2006, election. That software was mailed by the Secretary’s Office
via U.S. certified mail on Novembet 27, 2006. '

The letter artfully omitted to whormn the tape had been returned. It took me all day Friday to find
out who received the tape that the Secretary’s Office returned to “Pima County.” After a letter
and a couple of phone calls I received around 5:00 p.m. a copy of a certified mail receipt showing
that the tape had been returned not to the Pima County Elections Department but instead to the
Pima County Recorder, an office that had not sent the tape nor was supposed to receive it. Due
to the lateness of the disclosure by the Office of the Attorney General 1 was unable to follow-up
on the whereabouts of a potentially important piece of evidence. This morning I'leamed that the
tape had promptly been delivered by the Recorder’s Office to the Pima County’s Elections
Division. You may or may not be aware that Pima County has denied having possession of this
potentially critical piece of evidence.

I have some understanding of your office’s built-in conflicts because of your role as a lawyer for
the Secretary of State. Your cozy collaberation with the same Board of Supervisors that you are
investigating befuddles me, however. -~ - '

At a minimum, [ request that the PtmaCounty Democratic Party receives the same material you -
are intending to provide to the suspects. Finally, I wish to be clear that I think it is fundamentally
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wrong for your office to provide investigative reports to the County before you investigate them.
Sincerely,

RISNER & GRAHAM

William J. Risner, Esq.
WIR/ml

c: Terry Goddard, Esq.
Arizona Attorney General
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August 9, 2007

John R. Evans, Esq.

OFFICE OF THE _
ARIZONA ATTORNEY GENERAL

400 West Congress Street #5-315

Tucson, Arizona 85701-1367

Dear John:

For your information I previously sent yoa a subpoena, deposition notice and associated materials
for the “RTA” tape returned by the Secretary of State’s office to Pima County. Pima County has
previously denied they have this tape but they may simply have not looked hard enough for the
tape.

Chris Straub called me this merning and asked me what I wanted to do if they found the tape. I
said the first thing I wanted was for him to tell me if they have it. My next step would be to let
your office know of the tape's existence. It is potentially an important piece of evidence and I
want it secured by either the judge or your office.

We have been denied access to compater data so we are shooting in the dark. Nonetheless, the
audit log from the RTA is consistent with a “flip” where the position of yes and no votes could
have been reversed. The “RTA” tape sent by the Election’s Department to the Secretary of State
before any votes were counted should show the original ballot layout that could be compared
with the later data that you have.

We, of course, do not know what any of these answers are and we are fully aware that county
personnel have had ample time to alter computer data. We also do not know if Pima County has
destroyed that tape, misplaced it or altered it. All we are able to do is chase it down. If Pima
County does let e know if it is in their possession, I will then let you know.

Sincerely,

RENER&GWM_

William J. Risner, Esq.

WIR/ml



Office of the Attorney General
TE:‘F}' Goddard State of &Anzonz Main Phane: 520 625-5504
Attarney General Facsimiis: S20-E2E-B530

Criminal Divislon

August 14, 2007
William Eisner

Risner and Graham

100 . Stone. Suite 401

Tucson, AZ, 85701

Fe:  Pima County Elections
Dear Bill:

Your letters of August 6 and 9 raise a number ol 1ssucs which 1 hope to address.
Obviously, an important part of the Attorney General's investigation is the report from iBeia,
Since the Attarney General's offiee is conducting a criminal investigation. the report could net
be disclosed until either charges have been filed or the office decides that it can not proceed and
the case is closed. If charges are filed then disclosure of the report would be governed by Rule
15,1, Arizona Rules of Criminal Procedure. Should no charges be filed then most of the
investigation documents would be subject 1o a public records request.

The “DAT™ tape is of interest I it is found, 1 expect 1 will have no difficulty petiing
control of the original. I understand the key use of this information would be lo compare the

election fields in the “DAT" with the ficlds [ound in the actual election data base 1o see 1f there
was any field switching. Should Pima County find the tape and the Attorney General’s office get

control of it, [ will have to decide what steps to take.
—F
Sincgr{ / >

Ve
g’ﬁf H@ A AN

Assistant Atomey General

JHE/ds
T4 T Ta 1 OCI0T-004_RISNER_LTR_3.D0C

400 Wast Congress, S-316, Tuzson, Anzona 85701 « Phone 520 28-6504 = Fax 520 GZ8-5230



RISNER & GRAHAM ' WILLIAM J. RISNER PARALEGALS

_ATTORNEYS AT LAW e s Vg S
100 NORTH STONE 4 SUITE 501 P PR
TUCSON, ARIZONA 85701 e ittt
TELEPBOME ($30) GI2-7454
FACSIMILE (S90) 624-5553

John R. Evans, Esq.

OFFICE OF THE

ARIZDNA A‘I'I‘IIRNEY GCENERAL, Via Facsimile: 628-6538
400 West Cangress Street #35-313 & Regular U.S. Mail
Tucson, Afizons BS701-1367

RE: Poblic Records Regoest
Dear John:

Your letter of August 14, 2007, agsin wekes the Iegal claim that you can not disclose the report
from iBetn becsuse the Attoriey General’s office “is conducting a criminal investigation.” 1
previously expressed my dismay that your ofice intended to share the report with the suspects
but not the Democsatic Party. My astopishment at that uousual procedure has not abated.

The purpose of this letter, bowever, is to advise you that what you bave said is not the law.
There i5 no blsokst exemption for & criminal investigation wnder the public records act. Coz
Arizona Publications, Inc. v. Collins, 173 Ariz. 11, 852 P.2d 1194 (1993); (The court held that
reports of ougoimg police investigations were not generally sxempt from public records law and
that it was incumbent upon the county stiormcy to specifically demonstrate how the production of
the docurmenss would violate righis of privacy or confidentiality or would be detrimental 10 the
best interests of the state. The court sed that in this case, the county attorncy had not even made
an effort or attempt to partially comply as be had not provided the records to the trial court for an
in-camera review. The county attoreey just refused to give the records to anyone st all which
was unaccoptable under the court rudes. Finally, the court said that because the state set itself up
as sole judge and jury, it ook the chance that its decision would be viewed as arbitrary and
capricigus; and it would be subject to sanctions it now faced.)

Another case in point is Siar Publishing Co. v. Pima County Attorney 's Office, 181 Ariz. 434,
891 P.2d 899, 901 (App. 1984); (“The srgument of the county atiorney on appeal is that it ought
1o not be reguired to produce the tapes because of the material there recorded might not be a
public reeord, might be protecied by a deliberative process privilege, might be immvune from
disclosure in order o protect the public employee peivacy rights, or might impede a pending

. criminal investigation. While these concerns might on occasion permit secrecy, no showing has
been smade on this record wiry they showld prechude revelation. All that is effered is speculation.
No one has cxsmined the actual records in this case to demonstrate why any particular individual
record cught not be revealed for ane of these reasons. If we were to accede to the county
sttorney’s arguinent, we would effsctively repeal the public records statute. Because it is always
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OFFICE OF THE _
ARIZONA ATTORNEY GENERAL

August 23, 2007 _ ~ RISNER & GRAHAN

possible to argue that public records conain nondiscoverable matter, argument alone would
aglways allow nonrevelation. Our Supreme Court, Bowever, has made it clear that public records
are presumed open to the pisblic for inspection unless the public official can further demaonstrate
afacmﬂbamswhyapamhmﬂmghimtbe(ﬁmlmdmﬁmhammmtpubhcnr
privaie interest. Cax Arizona Publications, Inc. v. Collins, 175 Ariz. 11, 852 P24 1194 (1993)”

Iﬁﬁuwwoﬁi&m'mmmkmmhnotaptlblis'mcordthat'should
be provided prirsaant to this request. In order to be quite clear please accept this letter as a publi
recards request porsuant to AR.S. § 39-121 ef seq. 1voquest:

L. Capaesnfaﬂmmdmwnhmaanmngthemwmﬁmym

2. Copaesufﬂldunm:dnmwm office’s communications with the Pima
County Attomey’ s()ﬁccmﬁnsmvmm

3. Capy of the iBeta contract.

4. Copy of any iBetn reports.
Please accept this public records request as an ongoing request for such documents as they may
be crested or received in the fuaire. See West Valley View, Inc. v. Maricopa Courdy Sheriff's

Office, 1CA-CV 06-0549, filed 8-16-87. Thmrequmhasnntbemmad:ﬁmammumml
mmpmmdlmummmm

Hmoﬁmm@mwﬁhmu{mmmwmhﬁmwﬂduamgmy
interviews would not interfere with your criminat investigstion but the provision of the same
matsrial to thase who have brought evidence of wrongdoing to your attention would interfere, v
will consider your explsautions. ﬁswcmmdthelaw that is your burden to explain.
Sincerely,
RISNER & GRAHAM

N '
Williem J. Risner, Esq.

WJIR/ml



Office of the Attorney General
Tarry Gondard State of Arizona lgin Poone; 510 S28-8504
Attorney Ganers| Fassimile  B20-R28-8530

Criminal Division

August 28, 2007

William Risner

Kisner and Graham
100 N, Stone, Suie 901
Tucson, AL, 85701

Re:  Pima County Elections
Drear Bills

In response (o the leter of August 23, 2007 which was entitled a public records request, T
respectfully disagree with your interpretation ol the ability of the public 1o oblain information
regarding pending eriminal investigations, Only the drizona Publicarion fne. v Colling, 173
Anz 11,832 P.2d 1194 (1993) apphes (o the present situahion. The key to the courl’s snalysis
was that the County Attorney Tom Collins had anmounced the indictment of several members of
the Phoemix Suns. No where o the case 18 there a discussion of the circumstances of the present
matter, which is & pending criminal investigation. My letter of August 14, 2007 describes the
circumstances under which the matenials vou seek will become available.

o

Smww]xi/ﬂj/
/J}jlg'? EVANS éﬁ@/

Assistant Allomney General

IR E/ds

TLIC#E35T-v | -0 7 -0044 Dl

Al West Congress, 5-314, Tucson, Anzong 82707 ¢ Phone 020 628-6504 « Fax 520 628-6520
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Speciallyt in Flmonn SUSAN | ADLER

ATTORNEYS AT LAW injury sed Wronglul Dea RHONDA L oavis
PATRICUL M. MATA
100 NORTH STONE + SUITE 201 KENNETH K. GRAHAM
TUCSON, ARIZONA 85701 Gk;f;ﬁ:d wﬂzﬁ' in Persanai

TELEPHONE (520) 622-7494
FACSIMILE (520) €24-5583
E-MAIL law@risnerandgraham.com

August 31, 2007

John R. Evans, Esq.

OFFICE OF THE

ARIZONA ATTORNEY GENERAL
400 West Congress Street #8-3135
Tucson, Arizona 85701-1367

RE: Democratic Party of Pima County

Dear John:

You letter of Angust 28, 2007 agrees w:lth us that Cox Arizgna Publications v. Collins, 175 Ariz.
11 (1993) “applies to the present situation.” After that agreement, however, you then fail to

“apply” the case.

The Arizona Supn:me Courtm thm case overruled the lower court decision of the Court of
Appeals in Cox A )4 iica ins, 169 Ariz. 189 (app.). The Court of Appeals ha
accepied the argummt ofamtcz mkuﬁug the Arizona Attorney General, that the media had no
right to inspect criminal mwsugmw; files during an investigation and prosecution. In rejecting
that argument, contrary to your view, the Arizona Supreme Court did not place any emphasis or
the fact that an indictment had been announced and certainly that event was not a “key” to the
case.

The opinion of the Anzona Supreme Court on this issue highlights a statement: fmm the Court ¢
Appeals with which they disagree and themfom they reverse the opinion of the lower court.

In upholding Collins'..pmition. the court of appeals stated:

_Neither reporters nor the public. . . are entitled to
mmmdphemmpypohccmports in an active

~ ongoing criminal prosecution, because the
counwrvmhng mtemses of due process,
conﬂdr.mmltty, pnvacy and thc best interests of the

- state make disclosire inappropriate.
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169 Ariz. At 201, 818 p.2d at 186. We cannot support such a
sweeping exemption from the public records laws of this state.
Although the balancing scheme described in Mathews, 75 Ariz. at
80-81, 251 P.2d at 896, might, in a particular and exceptional case,
lead to a conclusion similar to that reached by the court of appeals ,
the blanket rule advanced by that court contravenes the strong
policy favoring open disclosure and access, as articulated in
Arizona statites and case law. The legislature has not carved out
such a broad exemption, nor do we.

The burden fell squarely upon Collins, as a public official, to
overcome the legal presumption favoring disclosure. Miichell v.
Superior Court, 142 Ariz. 332, 335, 650 P.2d 51, 54 (1984). In his
correspondence to the media and his arguments to the trial court,
Collins argued in global geaeralities of the pessible harm that
might result from the release of police records. However, because
reports of ongoing police investigations are not generally exempt
from our public records law, it was incumbent upon Collins to
specifically demonstrase how production of the documents would
violate rights of privacy or confidentiality, or would be
“detrimental to the best interests of the state.” He did not attempt
to make such a showing. Cf. Arizona Board of Regents, 167 Ariz.
At 258, 806 P:2d at 352 (Board of Regents demonstrated specific
instances where publicity pmvod detnmsntal to university
president search process..)

The Court’s opinion is not ambiguous. “The burden falls squarely upon you™ to ‘specifically
demonstrate how production of the” documents we have requested “would be detrimental to the
best interests of the state.”

Perhaps your office can explain why giving the report to the suspects serves the public interest
whereas giving tbemp&rtmdcthcrdommentsto the Pima County Democratic Party would
harm the pubhc mtaut_ The law phm the burden squamly upon your office, however.
Smccmly,

RISNER & GRAHAM

Attorney at Law



ATTORNEYS AT LAW iy o Wrorgh Desth %ﬁ.‘fm
) PATRUICIA bL MATA
100 NORTH STONE + SUITE 901
TUCSON, ARIZONA 85701 e e AM
. Iy e Weongits! Decsih
TELEPHONE (520) 622-7404
FACSIMILE (520) 624-5583
| E-MAIL law@risnerandgraham com
September 7, 2007
John R. Evans, Esq.
OFFICE OF THE ‘ ‘
ARIZONA ATTORNEY GENERAL Via Facsimile: 628-6530
400 West Congress Street #5-315 ‘

Tucson, Arizona B5701-1367

Dear Mr, Evans:

Iiniend to file a lawsuit against the Attomey General if your office does not comply with my-
public records request for the iBeta report. I note that Mr. Moffat has been perusing Pima
County's own copy.

As you know, the Pima County Democratic Party has been forced to file two lawsuits that are
still pending against Pima County for their refusal to provide public records. To date you have
suggested that we request documents you are obligated to provide from the very entity that
flmmts its responsibilities under our public records laws. Such a cynical passing of the
responsibility to another agency is not s defense with which I am familiar.

It is inexcusable that your office would refuse to follow your legal obligations.

Sincerely,

RISNER & GRAHAM

%\y\,

William J. Risner, Esqg. .

WIR/mi



Office of the Attorney General
Terr}. oddard State of Arizona i Fhena: 820 G2E-ERUS
Attomey Gensral Facsimile:  S20-828-6530

Criminal Division

September 13, 2007

Via FMacisimile: 624-5583

William Risner

Risner and Graham

10O ™. Stane, Suite 901
Tucsom, AZ, 83701

Fe: Pima County Elections
Dear Bill:

The Arizona Attorney General's office bas completed its investigation and determined
that there was no basis o believe any crimiinal activily was involved in the RTA election of
316/06. As aresult of this decision, this office is in the process of pathenng all the materials
mecessary to responid o your public records demand.

The initial disclosure of materials will be available at 2:00 a.m. Sepiember 14, 2007 at

our offices. There will be a 20 cent par page charge for copying, as there are 285 pages, please
bring with vou a check in the amount of $37.00 made out to the Office of the Anorney General

o cover the cost of repraductions,
Siﬂu .-1 'r ’X%
JK?/]#\T ROEVANS

’Assistant Allomey General

JEE/ds
TUC-28007 w1 -LTR_TO_[ISMER.DOC
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